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EXECUTIVE ORDER 


NATIONAL SECURITY INFORMATION 


By virtue of the authority vested in me by the Constitution of the 
United States of America; in order to balance the public's right to government 
information with the need to protect some national security information from 


disclosure, it is hereby ordered as follows: 
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Section 1. Definitions. 

{a) “Agency” cane any executive department, military department, 
Government corporation or independent establishment in the executive branch. 

{b) “Classified information" is official information which has been 
determined by proper authority to require a degree of protection against 
unauthorized disclosure in the interest of national security and is so designated. 

(c) "“Foreign-originated information" means information which has been 
provided to the United States in confidence by a foreign government or inter- 
national organization of governments (hereinafter referred to as “international 
organization’), or an official of either, or produced by the United States 
pursuant to @ joint arrangement with a foreign government or an international 


organization. 
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(d) "Intelligence method" means any human, technological, or 
other method that is or may be used in the gathering or analysis of 
foreign intelligence or foreign counterintelligence and which would 
suffer reduced effectiveness if exposed. 

(e) "Intelligence source" means any human, technological or 
other source from which foreign intelligence or foreign counter— 
intelligence is, has been or may be derived and which would suffer 

‘ wedueea effectiveness if exposed. 

(£) “Official information or material" hereinafter referred to as 

"information" means that information which is owned by, produced for 


or by, or under the control of the United States Government. 


Sec. 2. Original Classification. 


(a) Classification Designation. Information which requires protection 


against unauthorized disclosure in the interest of the national defense 
os foreign relations of the United States (hereinafter collectively 
termed "national security") shall be classified in one of the three 
designations listed below: 

(1) "op Secret” shall be applied to CReoriaCton: the unauthorized 
disclosure a which could reasonably be expected to cause exceptionally 
grave damage to the national security. 

(2) “Secret” shall be applied to information, the unauthorized 
disclosure of which could reasonably be expected ieee serious 
damage to the wartoual security. 

(3) “Confidential” shall be applied to information, the unauthorized 
disclosure of which could reasonably be expected to cause significant 
. damage to the national security. 

(b) General Policy. 

(1) In deciding whether information requires classification pursuant 
to this Order, the classifying official shall consider both the public's 
need for the greatest possible access to information and the national 
security need to protect certain information. 

(2) If the classifier has reasonable doubt which security classifi- 
cation designation is appropriate, or whether the: tet onuatiod should be 


classified at all, he should designate the less restrictive treatment. 
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{c) Classification Requirements. Information shall not be classified 
unless an original classification authority determines both: (1) that the 
information falls into one or more of the criteria set forth in subsection (d) 
below which apply equally to all three authorized classification designations; 
and (2) that the disclosure of such information could reasonably be expected 
to cause at least significant damage to the national security. It is reasonable 

o expect that information provided in confidence by a foreign government or 


international organization would satisfy the above-mentioned second step. 


aS Thformation 


(d) Classification Criteria. 


[ wer - tomes 
Pps may,be considered for classification, | its disclosure could reasonably be 


expected to: 


(1) Make the United States or its allies vulnerable to attack by a 
foreign power, or weaken the ability of the United States or its allies to 


conduct armed operations or defend themselves, or diminish the military or 


| operational effectiveness of the United States’ armed forces; or 


(2) Lead to hostile political, economic, or military action against the 
United States or its allies by a foreign power; or 

(3) Reveal, in whole or. in part, the defense or foreign policy plans or 
posture of the United States or its allies; provide a foreign nat ion with 
information upon which to develop effective countermeasures to such plans or 
posture; weaken or nullity the effectiveness of a United States military, 
foreign intelligence: or foreign counterintelligence plan, operation, project, 
or activity of significance to the national security; or 

(4) Aida foreign nation to develop or improve its military capability; 


or 
(5) Reveal, jeopardize, or compromise an intelligence source or method, 


cryptographic device or system; or 


(6) Disclose to other nations or foreign groups that the United States 
has, or is capable of obtaining, certain information concerning those nations 


or groups without their knowledge or consent; or 
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(7) Deprive the United States of a diplomatic, military, scientific, 


chnical, economic, 


engineering, te or intelligence national security advantage; 


or 


(8) Create or increase international tensions; cause or contribute to 


political or economic instability or civil disorder in a foreign country; or 


otherwise significantly impair our foreign relations; or 


een REE AE ESSE es 


(9) Disclose or impair the position of the United States or its allies 


+n international negotiations; or 


(10) Disclose the identity of a confidential foreign source of the 


Department of State, or of a United States diplomatic or consular post; or 


(11) Disclose snformation or material provided to the United States in 


confidence by a foreign government or international organization; or 


(12) Significantly diminish the effectiveness o7 U.S. Government programs 


for safeguarding nuclear materials or facilities. 
(e) Prohibitions. . 
(1) No information may be classified to conceal violations of lay, 


inefficiency, or administrative error, to prevent embarrassment to a person, 


: 
organization or agency, or to restrain competition or independent initiative. 


(2) Basic scientific research information not directly related to the 


national security may not be classified. 


(3) A product of independent research and development which does not 


incorporate 
-was given prior access shall not be classified under this Order until and unless 


the government acquires a proprietary interest in the information. However 


“this Order shall not be construed to impinge upon the provisions of the 


Patent Secrecy Act of 1952 (35 U.S.C. 181-188). 
(4) References to classified documents which individuatly, or in 
sivied and 


aggregate, do not disclose classified information may not be clas 


may not be used as a basis for classification. 


(5) Classification shall not be used to limit dissemination of inrorma~ 


tion which is not classifiable under the provisions of this Oreet x: or to 


prevent or delay. the public release of such information. 


ani eee . 


BEAD 


or reveal classified information to which the producer or developer | 


(6) No document shall be classified after an Agency has received a 


‘request for such document under the Freedom of Information Act or the Declassi- — 


fication Requests provision of this Order [Section 4(g)], unless such document 
requires the protection authorized by this Order, and such classification is 
authorized personally, and in writing, by the head of the Agency concerned. 

(7) Classification may not be restored to information already declassi- 
fied and released under this and prior Orders. | 

(f) Classification Authority. 

(1) Top Secret. The authority to originally classify information “Top 
Secret” may be exercised only by such officials as the President may designate 
by publication in the Federal Register, by the Agency heads listed below, and 
by officials so authorized in accordance with the provisions of subsection (4) @ 
below: | 7 et owe te poe” 

The Secretary of State | 

The Secretary of the Treasury 

- The Secretary of Defense 

The Secretary of the Army 

The Secretary of the Navy 

The Secretary of the Air Force 

The Attorney General of the United States 

The Secretary of Energy 

The rere Nuclear Reaulatory Commission 

The Director, Arms Control and Disarmament Agency 

The Director of Central Intelligence . 

The Administrator, National Aeronautics and Sate Administration 

The Administrator, General Services Administration (Delegable only to 

_the Director, Federal Preparedness Agency and to the Director, Information 

Security Oversight Office.) | 

(2) Secret. The authority to originally classify information "Secret" 
may be exercised only by such officials as the President may designate by 
publication in the Federal Register, by the Agency heads listed below, by 
officials who have "Top Secret" classification authority and by officials se 


authorized in accordance with the provisions of subsection (4): 
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The Secretary of Commerce 

The Secretary of Transportation 

The Administrator, Agency for International Development 

The Director, International Communication Agency 

(3) Confidential. The authority to originally classify information 
"Confidential" may be exercised only by such officials as the President may 
designate by publication in the Federal Register, by the Agency heads listed 
below, by officials who have "Top Secret" and "Secret" classification authority 
and by officials so authorized in accordance with subsection (4): 

The President and Chairman, Export-Import Bank of the United States 

The President and Chief Executive Officer, Overseas Private Investment Corporat 

(4) Limitations on Delegation of Classification Authority. 

(3) The authority for original Top Secret classification may be delegated 
by officials designated in writing by the President,and by the Agency heads 
listed in subsection (1) above only to principal subordinate officials whoo 
the Agency heads determine in writing to have a frequent need to exercise such 
authority. Authority so delegated may not be redelegated. 

(ii) Officials designated in writing by the President, the Agency heads 
listed in subsections (1), (2) and (3) above, and officials with Top Secret 
classification authority may delegate their assigned original "Secret" or 
"Confidential" authority only to those subordinates #h=,they determine in 
writing to have frequent need to exercise such authority. Authority so delegated 
may not be redelegated. . 

(Gai) All delegations of original classification authority shall be in 
writing by name or title of position held or as prescribed in directives 
implementing this Order. 

(iv) Delegations of classification authority shall be held to an absolute 
minimum. Administrative convenience is not a valid basis for such delegations. 
Periodic review of such delegations shall be made to ensure that the officials 
so designated have demonstrated a continuing need to exercise such authority. 


Ne Executive Bran emoaluer witheuty _ . 
G) é aaa : acfrically granted original classifica- 


tion authority herein may @etloriginally classify information under this Order 
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unless specifically authorized in writing by the President. Requests to the 
President for such authority shall be directed through the Information 
- Security Oversight Office, established herein. Approved of Such vecuests 
sho published He Federal Meaister. oo an ones 
(g) Exceptional Cases. hencan ano fovee oF an Agency which does not 
have authority to originally classify, or a contractor of such an Agency, 
originates information which is believed to require classification, the person 
or contractor shall protect that information in the manner prescribed by this 
Order and implementing directives. The information shall be érawenieted 
promptly under appropriate safeguards to the Agency having primary interest 
in the subject matter and authority to classify, with a request that a 
"determination be made as to classification.. Such requests shall Ke sated 
' upon in 30 days. Where such Agency cannot be identified, the information shall 
be sent to the Director of the Information Security Oversight Office. 
(h) Limitation on Duration of Classification. : | | 
(1) All original classification authorities shall, at the time of 
original classification, set a date or event for automatic daciasciticatien 
of the information as early as national security considerations will permit. 
Except as permitted in paragraph (2) below, the date shall not ceeeed six 
years from the date of original elasetricabian: . 
(2) Only heads of agencies listed in Section 2(f) aha officials with 
Top Secret classification authority designated pursuant to this Order may 
set a later date or event for automatic declassification or for review to 
decide whether the information can be declassified. This date or event shall 
- be no more than twenty years from the date of original classification of the 
information, except that the date for review of foreicn-originated information 
may be up to 30 years after original classification. For each such classifi- 
cation beyond six yaars, the reason for the longer pericd must be recorded. 
This reason must include an explanation why the classification will continue 
to meet the requirements of subsection 2(c) throughout the extended period. 
(i) Identification and Marking. 
(1) At the time of origination, och classified document shall show on 


its face: (i) the identity of the original classification autnority; 


1 rn apna mri neR CRIN eee. 
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(ii) the office of origin; (iii) the date of the document's origin; (iv) 


Qed 
the date or event for declassification or reviews ,(v) one of the three 


classification designations defined babean & 


noe E 


When 


the individual who signs or otherwise authenticates a document or item has 


also authorized the c aaa no further annotation as to his identity 
é 


} 
C ste) 


is required. Any document classified for more 


than six years shall reflect the reason for the prolonged classification and 


the identity of the official who authorized it, in accordance with Section atnyzt? 


(2) Markings such as "For Official Use Only" and "Limited Official Use” 
shall not be used to identify information requiring protection pursuant to 
this Order. 

(3) Terms such as "Sensitive," "Conference," or "Agency" shall not be 
used in conjunction with classification designations prescribed by this Order; 
e.g., "Secret-Sensitive," "Agency Confidential,” or "Conferenca Confidential.” 

(4) Each classified document shall, by marking or other means, clearly 
' ¢ndicate which portions are classified, with the snilicable classification 


designation, and which portions are not classified, in order to facilitate 


excerpting and other uses. Agency heads may seek a waiver of this requirement 


from the Director of the Information Security Oversight Office for Timited 
classes of information. The Director of the Oversight Office may, for good 
cause, grant and revoke such a waiver. ras oe 

(5) Classified information furnished to the United States by a foreign 
government or international organization shall either retain its original 
classification designation or be assigned a United States classification 
designation. In either case, the classification shall assure a degree of 
protection equivalent to that required Byte novetanant or international 
organization which furnished the information. 

(6) Classified documents which contain or reveal information which the 
originator has determined is subject to special dissemination and reproduction 
limitations shall be clearly marked so as to place the recipient on notice of 


. the restrictions. 
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Section 3. Derivative Application of Markings. 

(a) “Original classification authority shall not be given to persons wha 
_only reprocuce, extract or summarize classified information or who only apply 

to information classification markings derived from source material or as 
directed by a security classification guide. Persons who apply derivative 
classification markings shall (i) respect classifications assigned by originators; 
(ii) to the maximum extent practicable verify the current level of classification 
of the infcrmation prior to applying such markings; (iii) in accordance with 
subsections (b)-(e) below, carry forward to any newly created documents the 
assigned dates or events for declassification or review and any additional - 
authorized markings; (iv) identify on the newly created material the original 
placer Hiet Oy other authority for the derivative classification markings applied 
by them. (the aivective implementing this Order will contain language providing 
for a single such identification for documents based on multiple classified 
sources.) . 

(b) New material which derives its classification from Gourcz} information 
classified on or after the effective date of this Order shall be marked with 
the date or event for declassification or the date for review assigned to the 
source information. | | 

{c) Oates or events for automatic declassification of Gounes} information 
(U.S. or foreign) assigned pursuant to previous Executive orders shall be 
carried forward when such dates or events call for declassification or the 
source infcrmation twenty years or less from its date of origin. 

(d) Except as specified in subsection (e) below, new material which is 
classified on the basis of previously classified Bousc¥ information which bears 
no date or svent for declassification, or which is marked for declassification 
in excess cf twenty years from date of origin, shall be marked with a date 
for review for declassification which shall be twenty years from tha date of 
original ciassification of the source information. 

(e) New material classified on the basis of Srevicus ly classified 
foreign originated information which bears no date or event for declassitication, 


or is marked with dates or events for declassification in excess of 30 years, 


a LNA 
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shall be marked with a date for review for declassification which shall be 
30 years from the date of original classification of the foreign source 
information. | 
Section 4, Declassification. 
(a) General Policy. Declassification of classified information shall 


be given emphasis comparable to that accorded classification. Information 


. classified pursuant to this and prior Orders shall be declassified as early 


as national security considerations permit. When information is classified, 
decisions concerning declassification or review shall be based on the expected 

loss of the information's sensitivity with the passage of time, or an expected 
occurrence of an event which would make classification sunSeeceary. Whenever 
information is reviewed, it shall be declassified unless it ean be demonstrated 
that: (1) disclosure would cause at least significant damage to the vational 
security in spite of the passage of time; and (2) the damage to national | 

security would fre-oF-steh-gravity—as-£5] outweigh the public interest in disclosure. 

(b) Declassification Authority. The sueheniey to declassify or 
downgrade information classified under this or prior Executive orders shall be 
exercised as follows: 

(1) Classified information may be declassified or dowagraded by the 
official who authorized: the original classification, by a successor; - by 
a supervisory official of either. | | | 

(2) Agency heads named in Section 2(f) shall designate additional 
officials at the lowest practicable echelons to Biencise declassification 
and downgrading authority. These officials shall also be authorized by the 
Agency heads to resolve conflicts or doubts regarding classification. 

(3) ‘The Director of the Information Security Oversight Office may 
declassify or downgrade information when the Director determines that its 
classification violates this Order and in the exercise of his appellate function 
pursuant to Section 4(g)(2). The Director shall promptly notify the affected 
Agency of such a decision. The decision shall take.effect 20 joKeind days 
after such notification unless during that time the head of the affected 


Agency appeals the decision to the President through the National Security Council. 
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(4) The provisions of this Order relating to the declassification of 

natior21 sécurity information shall also apply to agencies which, under the 
__ terms of this Order,.do not have current authority. to originally inet, 
snforsation, but which formerly had such authority under prior Executive orders. 

(c) Authority Over Transferred Information. | 

{1) For classified information transferred in conjunction with a 
transfer of function pursuant to statute or Executive order -- not merely for 
storace purposes -- the receiving Agency shall be deemed to be the originating 
Agency for all purposes under this Order. | ” | 

(2) For classified information not transferred in accordance with 
sunseceion Ci) above, but originated jn an Agency which has ceased to exist, 
each kgency in possession shall be deemed to be the oprginacing Agency for 
all purposes under this Order. Such information may be declassified or downs 
graded by the Agency in possession after ‘consulting with any other Agency 
having an interest in the subject matter. 

(3) Classified information transferred to the General Services 
Administration for accession into the Archives of the United States shall be 
declassified ar downgraded by the Archivist of the United States in accordance 
with this Order, the Information Security Oversight Office’ s directives, and 

‘Agency guidelines. | 

(4) After the termination of a Presidential administration, the 
Archivist of the United States ‘shall have the authority to review and declassify 
or downgrade all information classified by. the President, nis White House starf, 
or. committees or commissions appointed by him or others acting in his behalf. 
This euthority shall be exercised only after consultation with the agencies 
having primary subject matter interest. 


(d) Information Originally Classified Under This order. Except as 


proviced in subsection (f) below, information classified on or after the 
or yeviewe 
effective date of this Order shall be declassified,in accordance with the date 


or event set pursuant to Section 2(h). Information not marked with such a 
date or event shall be automatically declassified six years after its origina- 


tion. 
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fe} Information Classified Under Prior Orders. Exc ept as provided 
Information Classi Tien Vet 


sn subsection (f) below, information which. was classified before the effective 


date of this Order and already marked with a date or event directing declassi- 


fication in 20 years or less from date of origin, shall ‘be automatically 


declassified in accordance with such date or event unless declassified earlier. 
Information not so marked shall be reviewed for Jeclassification in accordance 
with subsections (g) and (h) below. 

(Ff) Foreign Originated - Information. Foreign originated information shall 
be exempt from the automatic declassification and 20 year systematic yeview 
provisions of this Section. Unless declassified earlier, such information shall 
be reviewed for declassification 30 years from its date of origin. Such reviews 
shall be in accordance with the provisions of Section 4(a) and with guidelines 
developed by Agency. heads in consultation with the Archivist of the United — 
States and, where appropriate, with the Foreign government or international | 
organization concerned. 

(g) Declassification Requests. | 

(1) Except as provided in (2) below, information classified pursuant 
to this or prior Executive orders, shall be reviewed for possible declassifica- 
tion upon request of any member of the public or government employee or Agency; 
provided the request is specific enough for the Agency ta locate the information 
with reasonable effort. Procedures for processing such requests and appeals 
from denials, on the basis of classification, shall accord with procedures 
established by agencies to implement the Freedom of Information Act. 

(2) Information less than ten years old originated by the President ¢ or a 
President's White House staff or Committees or Commissions appointed by him or 
others acting in his behalf, or information in the possession and control of the 
Administrator of General Services pursuant to 44. U.S.C. 2107 or 2td7a is 
exempted from the provisions of subsection {1) above. Such information over ten 


years old shall be subject to declassification review upon the request of 2 


_ Member of the public, a government employee or an Agency. Such requasts and 
‘appeals of denials on the basis of classification shall be processed in accordance 


with procedures developed by the Archivist of the United States. Whenever the 
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Archivist denies an appeal of such a request, the decision may be appealed to 


the Director of the Information Security Oversight Office who may order 


_declassification. In such cases, the Director of the Information Security 


Oversight Office shall promptly notify agencies with primary subject matter 
interest, which may follow the appeals process set forth in Section 4(b)(3). 

(3) Requests for copics of classified documents originated by agencies 
of the executive branch, but in the possession and control of the Administrator 
of General Services pursuant to 44 U.S.C. 2107 or 2107a, shall be referred by 
the Archivist to the Agancy of origin for processing in accordance with 
subsection (1) above and for direct response to the requester. The Archivist 
shall inform requesters of such referrals. | | 

(4) No Agency in possession of a document classified under the provisions 
of this Order may, in response to a request made under the Preeaom af Information 
Act or the Declassification Requests provision of this Order Yor such document, 
refuse to confirm the existence of such document; ariless the fact of its 
existence would itself be classifiable undar this Order. ; | 

(h) Systematic Review, 

(1) Classified informacion constituting secretes valuable records of | 
the Government as defined by 44 U.S.C. 2103. shalt be Gystemabieet i] ceviewed 
For declassif: ation as it becomes 20 years old. Agency heads listed in 
Section 2{f) of this Order may extend classification beyond 20 years, but only 
in accordance with Sections 4(a} and A(h)(2). This authority may not be 
delegated. When classification 4s extended beyond 20 years, a date for - 
declassification or the next review no more than 10 years later shall be set 
and marked on the document. Subsequent reviews for daclassification shal] be. 
set at no more than 10 year intervals. The Director of the Information Security 
dversight Office may extend the period between subsequent reviews for specific 
categurias of information. 

i?) Within je0 days after the effective date of this Order, the Agency 
saads listed in Section 2(*) shall, arter consultation with the Archivist of 
she United States and raview by the Information Security Oversight Ofrice, 


isstie guidelines for systematic review covering 20-year old classiiied 
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gnformation under their jurisdiction. These quidelines shall state specific, 
Vimited categories of information which, because of their national security 
sensitivity, cannot be automatically declassified but must be vie jtem-by- 
“gtem to determine whether continue d protection beyond 20 years is needed. AT} 
‘information not identified in enaed: quidelines as requiring review shall be 
automatically declassified at the end of 20 years from the date of original 
classification. These guidelines shall. be authorized for use by ‘the Archivist 
of the United States and by Agencies having custody of the information. 
Section 5. Downgrading. Information classified under this or prior 
Orders and marked for automatic downgrading 1s downgraded accarding ly uEuIOUE 
notification to holders. Other information classified under this ‘or prior - 
Orders, may be assigned a lower classification designation by the originator 
or other of Ticials authorized to downgrade or declassify when such downgrading 
serves a useful purpose. Notice of such downgrading shall be provided to 
holders of the information to the extent practicable. 
gerbe 6. Safeguarding. 
(a) General Controls. | a 
(7) No person shall be given access to classified information unless 
such person sd been deverminee to be trustworthy and unless access to stich 
information is necessary for the performance of official duties.: 
(2) All classified information shall be conspicuously marked to put 
all persons on notice of its current classification status and, at appropriate, 9 
~ to show any special distribution or reproduction restrictions. = ak 
(3) Controls shall be established to assure that classified invomation 
as used, processed, stored, reproduced and transmitted only under. conditions 
_ which will provide adequate protection and prevent access by Gnauthorized 
persons. 
(4) Classified information no longer needed in current working files or 
for reference or record purposes shall be destroyed or disposed of in sedodoneé 
with the records disposal provisions of Chapters 21 and 33 of Title 44 of the 


United States Cade. 
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: (53. Classified information disseminated outside the executive branch 
shall, in so far as possible, be given the same protection as that afforded 
within tae executive branch. 
mop Cb) Reproduction Controls. " 


(1) Top Secret documents shall not be reproduced without the consent 
of the originating office, unless otherwise marked by the originating 
office. : 

(2) Reproduction of Secret and Confidential docunents may be restricted 
by the originating office. 

(3) Reproduced copies of classified documents are subject to the 
game secnimeauiticy and controls as the wc. 

(4) Records shall be maintained by all reproducing offices to show é 


the number and distribution of reproduced copies of all Top Secret 


documents; all documents covered by special access programs distributed 


outside che originating agency; and all Secret and Confidential documents 
marked. in accordance with Section 2(i) (6). ; 

(5) Subsections (1) and (2) above shall not restrict the Seeenanerion 
o£ ddcusanes for the pucpuse of. facilitating eats for detlassification. 
However, such ceprodactions must be destroyed after they are eed 

(c) Special Aesens Peogeama. 

(> Agency fonda Ise in Section 2(£)() may create eet ageene 
prograns bo Again i Seeeee, distributfon, and protection of particularly 
seasitive information classified pursuant to this or prior Orders. 

Such pregrans may only be created ox continued by the Agency heads or, 

for mattars pertaining co intelligence sources and methods, by the 
Director of Central Intelligenca, personally aud in writing. Classified 
infernation in such programs shall be declassified seeavaiie to the 


pravisiozs of Section 4. Special access programs may be created or 


continue: only on the Specific showiag that: 


eee btn and PA RE ER ORE OE EET UTI IRE TENT UP 


~ . Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070075-5 - 


(i) normal management and safeguarding procedures are not sufficient 
to limit need-to-know or access; . 
(ii) the number of persons who will need access will be reasonably 
smal] and commensurate with the objective of providing extra protection for 
the information involved; and 
(if7) the special access controls balance the need to protect the informe- 
tion against the full spectrum of needs to use the information. 
(2) All such special access programs shall automatically terminate every 
three years unless renewed in accordance with the procedures in this subsecticn. 
(3) Within 180 days after the effective date of this Order, the Agency 
heads listed in Section 2{f)(1) shall review all existing special access 
programs under their jurisdiction and continue them only in accordance witi 
the procedures in this subsection. Those Agency heads shall also establish 
and maintain a central list of all special access programs they create or 
continue. Those Agency heads and the Director of the Information Security 
Oversight Office shall have non-delegable access to all such lists. . 


- 


{d) Access by Historical Researchers and Former Officials. The Bete: 
_ ment in Section 6(a)(1) that access to classified information be granted only 
as is necessary for the performance of one's official duties shal} not apply 
to persons outside the executive branch who are engaged in historical research 
projects or who have previously occupied policy-making positions to which they 
were appointed by the Pres iecie: provided that the = ructey with jurisdiction 
~ over the information: 

(1) determines in writing that access is consistent with the interest. 
of national securitys - 

(2) takes BPPLOnr ate steps to assure that classified information is 
not disclosed by the researcher or subisened without prior reviews declassi- 
fication and approval for public release; | 

(3) takes reasonable action to ensure that access is limited to speciric 
categories of information over which that Agency has classification Jurisgiction; 

(4) limits the access granted to the person wha occupied a policy- 
making position, to items which the person originated, reviewed, signed or 


received, while in public office. 
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Section 7. Implementation and Review. The National Security Council 
shall monitor the implementation of this Order and shall provide overall policy — 
direction for the informatien security progrem. | 
(a) Oversight Office and Interegancy Committee. 
(1) Subject to the direction of the President and the National Security 
Council, the Information Security Oversight Office is established to assist 
the National Security Council in monitoring implementation of this Order. This 
Office shall be placed in the Ganeral Services Administration. It shall have 
a full-time Director appointed by the Administrator of General Services subject 
to approval by the President. The Director shall have authority to appoint a 


staff. The Director shall: 


ond 
ct 
=e 


{i) oversee Agency actions to ensure compliance w his Order and 


implementing directives; , 

Gi) consider and take action on complaints and suggestions from persons 
within or without the Government with respect to the adninistration of the 
information security program, including appeals from denials of declassif ication 
requests pursuant to Section 4(a){2); : . 

(iid) exercise the authority to daclassify inf ormatton provided by 
Sections 4(b)(3) and 4(9)(2): 

fGv} develop, in consultacion with the agencies and, subject to the 
approval of the National Security Council, promulgate directives for the imple- 
wentation of this Order which snall be binding on the agencies; 

(v} report annually to the President through the Administrator of 
General Services and the National Security Council on the ‘ne TeReTEerIOn or 
this Order; 

ivi) review all Agancy implementing regulations and systematic review 
quidel ines to ensure their consistency with the — the Order. If 
rhe Director finds any regulation or guideline incons tent with this Order, 
he may require it to be changed. Tha Agency head may appeal such a decision 
va the Matienal Security Council], which shall Kaya. eins decision-making 


authority. 
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(vii) exercise case-by-case classification authority and review requests 
for original classification authority in accordance with Section 2(7)(5); 

(viii) have the authority to conduct on- -site reviews of the information 
security program of each Agency which haniates class sified information and to 
require of each such Agency such aaa aneonmtion: ona other cocosration 
as necessary to fulfill the above responsibilities. If such reports, enépection, 
or access toa specific categories of classified information would pose an 
exceptional national security risk, the affected Agency head may deny access. 
In such a case, the Agency head shall report the decision and the reasan to 
the National Security Council, which may overrule the decision. 

(2) There is also established an Interagency Taroniation Security 
Committee which shal] be chaired by the Director of the Oversight Ot ite and 
shall be comprised of representatives of the Secretaries oT State, Defense, 
“and Energy, the Attorney General, the Director of Central Intelligence, the 
National Security Council Staff, the Domestic Policy Staff, and the Archivist 
of the United States. Representatives of other agencies may be invited to dee? 
with the Committee on matters of particular interest to those agencies. The 
Committee shall meet at the Chairman's call and shall advise the Chairman on 
jmplementation oF this Order. 

(b). Agencies with Original Classification Authority. Each Agency - 
granted original classification authority pursuant to this Crder shall: 

(1) Prior to the effective date of this Order, submit to the Information 
‘Security Oversight Office a copy of the regulations and systematic review . 
guidelines it adopts pursuant to this Order and implementing directives: 
Subsequent changes to Agency regulations and systematic review guidelines shall 
also be forwarded to the Oversight Office. — _ 

(2) Publish in the Federal Register those unclassified regulations and 
systematic review guidelines or changes thereto which affect the generat public. . 

(3) Designate a senior Agency official to conduct an active oversight 
program to ensure effective implementation of ehis Onder: 

(4) Designate a senior Agency official to chair an Agency Roraleees 
with authority to act on all suggestions and complaints with respect ta the ~~~” 


Agency's administration of the information security program. 
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(5) Establish a process to decide appeals from denials of declassifica- 
tion requests, pursuant to Section 4(g). 

(5) Establish an on-going program to familiarize Agency personnel and 
others with access to classified information with the provisions of this Order 
and implementing directives. There shat] also be established and maintained 
an active security orientation and education “program for such personne} in 
order to impress upon each individual nis or her respons ibility for exercising 

-yigilance and care in complying with the provisions of this Order and to 
encourage him or her to challenge classification decisions where they believe 
them to be improper. i 

| {7) Ensure the preparation and promulgation of security classification | 
guidance adequate to. facilitate the identification and uniform classification 
cof information requiring protection under the provisions of this Order’. 

{8) Develop and promulgate systematic review guidelines in acee nace 
ith Section 4(h)(2)- 

(9) Take necessary action to ensure that: 

(i) a demonstrable need for access to error information is 
hee ice prior to the initiation of administrative clearance. procedures, and 

i) the number oF people ‘granted access to clas fied information is 
ie educed to and maintained at the minimum, contestant: with operational require~ 
gents and needs. 

(10) Ensure that safeguarding practices are continuously reviewed and 
eliminate those which are duplicative or unnecessary. | 

(17) Submit to the Information Security Qversight Orfice such a Laiaien 
or reports as the Director of tha OfTice may find necessary to carry out the | 
office's responsibilities. | . 

{c) Agencies without Original Classification Aut Authority. Each Agency 
which has not been grantad original classification authority but. which handles 
classified. information shall comply with subsections (b) (3), (4), (6), (9), 
(10) and (1) above. A - 

section 8. Administrative Sanctions. 

{a) Any officer or employee oi the United States who knowingly and 
willfully classifies or continues the classification of information in violation 


. 
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of this Order or any implementing directive; or knowingly and willfully and 
Dap Aassified sar Hos Order; 


marten 


without authorization, discloses @Mssi=tel informations or compromises 

classified information through negligence; or knowingly and willrully violates 
any other provision of this Order or implementing directive which the head of 

an Agency determines to be a serious Von: shall be subject to appropriate 
administrative sanctions. In any case in which the Oversight Office finds that 

a violation has occurred, it shall make a report to the head of the Agency 
concerned so that corrective steps may be taken and appropriate save tiene tapesad: 

(b) Sanctions may include reprimand, suspension without pay, removal, 
termination of classification authority, or other sanction in accardance with 
applicable Taw and Agency regulations. . 

(c) Agency heads shall make provision to ensure that Sanyo acs and 
prompt corrective administrative action is taken whanever a violation under 
Sppscetien {a} occurs and that both the Information Security Oversight Office 
and the Department of Justice are notified immediately of any case in which a 
violation oF the criminal law may be involved. 
| Section 9. Atomic Energy Material. Nothing in this Order so! SuperSede 
any requirements made by or under the Atomic Energy Act or 1954, as amended, 
"Restricted Data" and information designated as "Formerly Restricted Bata” 


shall be handled, apoeecbads classified, downgraded, and declass ified in 


conformity with the provisions of such Atomic Energy Act and the regulations 


’ of the Department of Energy under that Act. 


Section 10. Interpretation of the Order. The Attorney General, upon ; e 
request by the head of an Agency, his duly designated representative, or : 
‘the Director of the Information Security Oversight Office, shal] personally 
or through authorized representatives of fe Uenanencne of Justice render an 
| {nterpretation of this Order with respect to any question arising in the course» 
of its adninistracion: | 

Section 11. Revocation of Prior Orders and ieee as. Executive Order 
No. 11652 of March 8, 1972, as amended by Executive Onder tio. 11774 of 
April 24 (1973, _and No. 11862 of June 123-1975; and the ational Security 


Council Directive of May 17, 1972 3 Cc. F. R. 1085 (1971-75 Comp.}] are vevolled, 
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Section 12. Effective Date. This Order shall become effective on 
, except that the functions of the Information Security Oversignt 
Office specified in Section 7(a)(1) Civ) and 7(a)(1)(vi) shall be effective 


immediately and shall be performed in the interim by the Interagency Classivica~ 


tion Review Committee, estates shack Puy $ueant “ty Execute. Ovcdee 652. 
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